
BRATTLEBORO MEMORIAL HOSPITAL 
17 Belmont Avenue  |  Brattleboro, VT 05301  |  (802) 257-0341  |  www.bmhvt.org 

NOTICE OF PRIVACY PRACTICES 
THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND 

DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.  
PLEASE REVIEW IT CAREFULLY. 

Effective: June 2026 | Notice supersedes all prior BMH Notices of Privacy Practices, including notice dated August 23, 2021. 

1. Introduction 
This Joint Notice of Privacy Practices (“Notice”) for Brattleboro Memorial Hospital, its Medical 
Group, and its Community Health Team (collectively referred to as “BMH,” “We,” or “Us”) 
describes how your protected health information (“PHI”) may be used and disclosed. 
PHI includes your demographic information such as name, address, telephone number, and 
family; past, present, or future information about your physical or mental health or condition; and 
information about the medical services provided to you, including payment information, if any of 
that information may be used to identify you. 

2. Organized Health Care Arrangement (OHCA) of BMH 

BMH and the members of its organized medical staff have joined together as an Organized Health 
Care Arrangement to present this Joint Notice of Privacy Practices (NPP) to you as a joint 
document. Besides the individual members of our organized medical staff, this OHCA specifically 
includes BMH Physician Practice Group. This NPP will be in effect for all inpatient and outpatient 
hospital-based services and will allow the sharing of your PHI as appropriate among members of 
the OHCA for treatment, payment, and health care operations. Even though an OHCA has been 
established, each member is responsible for its own compliance with confidentiality policies and 
with all federal and state regulations, and no one member is responsible for any violations carried 
out by another member. 

3. Safeguarding PHI Within Our Facility 

We are required by law to maintain the privacy of your PHI, provide you with notice of our legal 
duties and privacy practices with respect to PHI, and notify you in the event of a breach of 
unsecured PHI. We are required to abide by the terms of this NPP currently in effect. 

4. Electronic Exchange of Your Health Information 

BMH uses an electronic record to store and retrieve much of your PHI. One of the advantages of 
BMH’s electronic health record is the ability to share and exchange PHI among BMH personnel 
and other community health care providers. We may electronically transmit your health 
information in a secure and confidential manner to other health care providers involved in your 
care through a national or state health information exchange (HIE), such as CommonWell or 
Vermont Health Information Exchange. 
You may request that we not share your PHI through these exchanges by contacting our Health 
Information Management department listed at the end of this notice. 

5. Uses and Disclosures of PHI  



We may use and disclose your PHI for treatment, payment, and health care operations, each of 
which is described below. Before we provide medical care, except in an emergency or other 
special circumstances, we will ask you to acknowledge that you have read and understand our 
obligations and your rights as described in this notice.  

a. Treatment 
Treatment means the provision, coordination, or management of your healthcare and related 
services by BMH and healthcare providers involved in your care. For example, your PHI may be 
disclosed to a physician to whom you have been referred to ensure that the physician has the 
necessary information to diagnose or treat you. 

b. Payment 
Your PHI will be used and disclosed, as needed, to obtain payment for your healthcare 
services. This may include certain activities to obtain reimbursement for the medical services 
provided to you, including billing, claims management, and collection activities. This may 
include your insurance carrier’s efforts in determining eligibility, claims processing, assessing 
medical necessity, and utilization review. Payment may also include activities carried out on 
our behalf by one or more of our collection agencies or agents in order to secure payment on 
delinquent bills. 

c. Health Care Operations 
We may use and disclose your medical information for health care system operations. These 
activities may include, but are not limited to, quality assessment and improvement activities; 
fraud and abuse compliance; business planning and development; and business 
management and general administrative activities. These can also include our contacting you 
to remind you of appointments or using a translation service if we need to communicate with 
you in a language other than English. When we involve third parties in our business activities, 
we will have them sign a Business Associate Agreement obligating them to safeguard your PHI 
according to the same legal standards we follow. 

d. Patient Directory 
We maintain a patient directory when you are an active patient that includes your name, a 
general statement about your condition, your religious affiliation, and your location in the 
hospital. Such information may be disclosed to members of the clergy or to other persons who 
ask for you by name. You may choose to have limited or no information about you listed in this 
directory by contacting the Switchboard Supervisor at (802) 257-0341. 

e. Health Information Exchange 
We participate in the Vermont Health Information Exchange (“VHIE”) and may also participate 
in other secure health information exchanges. See section 12e. for more details. 

6. Additional Uses and Disclosures of PHI Permitted or Required by Law Without Your 
Authorization 

In some circumstances, we may be legally bound by state or federal laws to use or disclose your 
PHI without your consent or authorization, including, but not limited to: 

a. Emergencies 



If you are incapacitated and require emergency medical treatment, we will use and disclose 
your PHI to ensure you receive the necessary services. We will attempt to obtain your 
authorization as soon as practical following your treatment. 

b. Others Involved in Your Healthcare 
Upon your verbal authorization, we may disclose to a family member, close friend, or other 
person you designate only that PHI that directly relates to that individual’s involvement in your 
healthcare and treatment. We may also need to use PHI to notify a family member, personal 
representative, or someone else responsible for your care of your location and general 
condition. 

c. Communication Barriers 
If we try but cannot obtain your authorization to use or disclose your PHI because of 
substantial communication barriers, and your health care provider, using professional 
judgment, infers that you authorize the use or disclosure or determines that a limited use or 
disclosure is in your best interests, BMH may permit the use or disclosure. 

d. Required by Law 
We may disclose your PHI to the extent that its use or disclosure is required by state or federal 
law and the use or disclosure complies with and is limited to the relevant requirements of 
such law. For example, this includes but is not limited to required reports to cancer and 
mammography registries, and reports to law enforcement concerning gunshot wounds. 

e. Public Health / Regulatory Activities 
We may use or disclose your PHI to an authorized public health authority to prevent or control 
disease, injury, or disability or to comply with state child or adult abuse or neglect law. We are 
obligated to report suspicion of abuse and neglect to the appropriate regulatory agency. 

f. Food and Drug Administration 
We may disclose your PHI to a person or company as required by the Food and Drug 
Administration to report adverse events, product defects or problems, biologic product 
deviations, as well as to track product usage, enable product recalls, make repairs or 
replacements, or conduct post-marketing surveillance. 

g. Health Oversight Activities 
We may disclose your PHI to a health oversight agency for audits, investigations, inspections, 
and other activities necessary for the appropriate oversight of the health care system and 
government benefit programs such as Medicare and Medicaid. 

h. Judicial and Administrative Proceedings 
We may disclose your PHI in the course of a judicial or administrative proceeding in response 
to a court order expressly directing disclosure, or in accordance with specific statutory 
obligations compelling BMH to do so. 

i. Law Enforcement Activities 



In accordance with Vermont state law, we may disclose your PHI to a law enforcement officer 
for law enforcement purposes with a court order, warrant, statutory obligation, or patient 
authorization, or under exceptional circumstances. 

j. Coroners, Medical Examiners, Funeral Directors, and Organ Donation Organizations 
We may disclose your PHI to a coroner or medical examiner for the purpose of identifying a 
deceased person, determining a cause of death, or other lawful duties. We also may disclose 
your PHI to enable a funeral director to carry out his or her lawful duties. PHI may also be 
disclosed to organ banks for cadaveric organ, eye, bone, tissue, and other donation purposes. 

k. Research 
We may disclose your PHI for certain medical or scientific research where the researchers 
have a protocol to ensure the privacy of your PHI. 

l. Serious Threats to Health or Safety 
We may disclose your PHI to prevent or lessen a serious and imminent threat to the health or 
safety of a person or the public. 

m. Military Activity and National Security 
We may disclose the PHI of members of the armed forces for activities deemed necessary by 
appropriate military command authorities to assure proper execution of the military mission. 
We also may disclose your PHI to certain federal officials for lawful intelligence and other 
national security activities. 

n. Worker’s Compensation 
We may disclose your PHI as authorized to comply with worker’s compensation law. 

o. Inmates of a Correctional Facility 
We may use or disclose PHI if you are an inmate of a correctional facility and our facility 
created or received your PHI in the course of providing care to you while in custody. 

p. U.S. Department of Health and Human Services 
We must disclose your PHI to you upon request and to the Secretary of the United States 
Department of Health and Human Services to investigate or determine BMH’s compliance 
with the privacy laws. 

q. Disaster Relief Activities 
We may disclose your PHI to local, state, or federal agencies engaged in disaster relief and to 
private disaster relief assistance organizations (such as the Red Cross, if authorized to assist 
in disaster relief efforts). 

r. Vermont Board of Medical Practice 
We may disclose your PHI to the Board as required by Vermont law. 

s. Fundraising 
BMH may contact you for the express purpose of internal fundraising activities. The 
information disclosed to our fundraising staff shall be limited to contact information and dates 



of services rendered. You may “opt out” of having such information used for development 
purposes by contacting our Health Information Management department listed at the end of 
this notice. 

t. Ambient AI 

We may use secure, AI-assisted documentation tools to support your care. These tools may 
record and transcribe conversations between you and your health care provider during your visit 
to help create an accurate medical record. This allows your provider to focus more directly on you 
during your visit. We use this technology as part of our treatment activities. The clinical notes 
generated through these tools become part of your designated record set. 

7. Special Protections for Substance Use Disorder (SUD) Records—42 CFR Part 2   

If your records contain information about substance use disorder (SUD) treatment, or if BMH 
receives such records from a federally assisted SUD treatment program (a “Part 2 program”), 
those records are protected by federal law under 42 CFR Part 2, in addition to HIPAA. Part 2 
imposes requirements that are more restrictive than HIPAA in certain circumstances. This section 
describes how those records are handled. 

a. What Are SUD Records under Part 2? 
SUD records subject to 42 CFR Part 2 are records that relate to your identity, diagnosis, 
prognosis, or treatment for substance use disorders (including alcohol, opioid, and other 
drug-related conditions) that are maintained by or received from a federally assisted SUD 
treatment program. 

b. How We May Use and Disclose Your SUD Records 
SUD records are generally protected from disclosure without your written consent. However, 
SUD records received pursuant to a valid patient consent for treatment, payment, and health 
care operations may be used and disclosed consistent with HIPAA, subject to the restrictions 
below. Disclosures of SUD records without your consent are limited to specific circumstances 
permitted by Part 2, including: 
• Medical emergencies, to the extent necessary to treat you and protect your health; 
• Research, audit, or program evaluation, as permitted by Part 2; 
• Reporting of suspected child abuse or neglect to appropriate state or local authorities; 
• Crimes committed on program premises or against program personnel; and 
• Court orders that meet the heightened requirements of 42 CFR Part 2 (different from 

standard HIPAA subpoenas). 

c. Patient Consent for SUD Records 
You may provide a single written consent that covers all future uses and disclosures of your 
SUD records for treatment, payment, and health care operations. You have the right to revoke 
that consent at any time in writing, except to the extent action has already been taken in 
reliance on it. 

d. Prohibition on Use in Legal Proceedings 
SUD records received from a Part 2 program, or testimony relaying the content of such 
records, SHALL NOT be used or disclosed in any civil, criminal, administrative, or legislative 

Jacob H. Moulton
If you use ambient AI, here is sample language to acknowledge it here.



proceedings against you unless: (1) you have provided written consent; or (2) a court has 
issued an order meeting Part 2’s heightened requirements, following notice to you and an 
opportunity to be heard. A court order alone is not sufficient; it must also be accompanied by 
a subpoena or other legal compulsion meeting Part 2 standards. 

e. Prohibition on Re-disclosure 
When BMH discloses SUD records to another party, we are required to include a written notice 
to that recipient that the information is protected under federal law and that the recipient is 
prohibited from re-disclosing it without your written consent or as otherwise permitted by Part 
2. This re-disclosure prohibition applies even to disclosures for treatment, payment, and 
health care operations. 

f. Fundraising — Special Rule for SUD Records 
If BMH intends to use or disclose your SUD records for its own fundraising activities, we must 
provide you with a clear and conspicuous opportunity to opt out before any such use. SUD 
records will not be used for fundraising without your specific opt-in consent. 

g. Your Rights Regarding SUD Records 
In addition to your general HIPAA rights described in Section 9, you have the following specific 
rights regarding your SUD records: 
• The right to obtain an accounting of electronic disclosures of your Part 2 records for the 

past three (3) years; 
• The right to request restrictions on certain disclosures of your SUD records; 
• The right to obtain a paper or electronic copy of this notice on request; and 
• The right to file a complaint directly with the U.S. Department of Health and Human 

Services regarding alleged violations of Part 2. 
For more information about regulations regarding SUD records, visit the Center of Excellence for 
Protected Health Information at: coe-pchi.org. 

8. Uses and Disclosures Authorized by You 

Other uses and disclosures not described in this Notice will be made only with your specific 
written authorization, which you are entitled to revoke (see Section 9). Specifically, we may not 
use or disclose your PHI for marketing purposes, and we may not sell your PHI without your 
written authorization. Additionally, if psychotherapy notes are part of your PHI, they may not be 
disclosed unless you have provided written authorization. 

9. Revocation of Authorization 

You may revoke authorizations at any time, provided each revocation is in writing. You may not 
revoke an authorization to the extent that (1) we have relied on that authorization; or (2) if the 
authorization was obtained as a condition of obtaining insurance coverage, law provides the 
insurer the right to contest the claim under the policy. 

10. Your Rights Regarding PHI 

a. Right to Request Restriction of Uses and Disclosures 



You have the right to request that we restrict how we use or disclose your PHI for treatment, 
payment, and healthcare operations; for inclusion in our patient directory; or to family 
members and others involved in your care. Please advise us of the specific PHI you wish 
restricted and the individual(s) who should not receive the restricted PHI. We are not required 
to agree to your restriction request, except a request to restrict disclosure of PHI to a health 
plan if the disclosure is for the purpose of carrying out payment or health care operations, is 
not otherwise required by law, and the PHI pertains solely to an item or service for which BMH 
has been paid in full. 

b. Right of Access to PHI 
You have the right to inspect and obtain a copy of your PHI upon your written request, 
including the right to receive an electronic copy of electronic PHI. Your right of access may be 
limited if providing certain PHI, in the judgment of your physician or some other licensed 
health care professional, may endanger the health or safety of yourself or others. To request 
access to your medical record, contact our Health Information Management department 
during business hours. We will respond to your request within 30 days; we may extend this by 
no more than 30 additional days with written notice. We have the right to charge a reasonable, 
cost-based fee for providing copies of your PHI. 

c. Right to Confidential Communications 
You have the right to reasonable requests to receive communications of PHI by alternative 
means or at alternative locations. For example, you may wish BMH to send your bill to an 
address other than your home. Contact our Health Information Management department to 
change your communication preference. We will not require an explanation of your reasons 
for the request. 

d. Right to Amend PHI 
You have the right to request that we amend your PHI. We will respond within 60 days. If we 
deny your request for amendment, you have the right to submit a written statement 
disagreeing with the denial. A record of any disagreement about amendment will become part 
of your medical record and may be included in subsequent disclosures of your PHI. 

e. Right to Accounting of Disclosures 
Subject to certain limitations, you have the right to a written accounting of disclosures by us of 
your PHI for not more than six (6) years prior to the date of your request, for disclosures other 
than those for treatment, payment, or health care operations. We will respond within 60 days. 
We will provide one accounting every 12 months free of charge; we may charge a reasonable 
fee for subsequent requests. 

f. Right to a Copy of Our Notice of Privacy Practices 
We will ask you to sign a written acknowledgement of receipt of this Notice. We may change 
the terms of this Notice at any time. The revised Notice will be in effect for all PHI that we 
maintain at that time. We will post any revised Notice on our website at www.bmhvt.org. Upon 
your request, we will provide you with the revised Notice. 

g. Right to Notification of a Breach 



We will provide you with written notification in the event of a breach of your unsecured PHI, 
consistent with applicable federal and Vermont state law requirements (including Vermont’s 
Security Breach Notice Act, 9 V.S.A. § 2435). 

11. Text Messaging (SMS) Communications — Terms and Conditions  

Brattleboro Memorial Hospital (BMH) may offer patients the option to receive text (SMS) 
messages related to their care, use of the patient portal, and interactions with BMH and its 
affiliated providers. If you elect to receive text messages, the following terms apply: 

1. Types of Messages. Text messages may include, but are not limited to: appointment 
reminders; updates regarding visits or procedures; care management communications; 
prescription reminders; billing and insurance notifications; patient portal or account 
notifications (including one-time passcodes and security alerts); and general administrative 
announcements related to your care. 
2. Consent to Receive Messages. By providing your mobile phone number and opting in, you 
consent to receive SMS communications from BMH and its affiliated entities as described 
above. Consent to receive text messages is not a condition of receiving care or services. 
3. Message Frequency. Message frequency will vary depending on your appointments, care 
needs, and account activity. 
4. Charges. Message and data rates may apply based on your mobile carrier and service plan. 
BMH does not charge for sending text messages. 
5. Opt-Out. You may opt out of receiving text messages at any time by replying STOP to any 
message. You will receive one final confirmation message confirming your opt-out. After 
opting out, you will no longer receive SMS messages unless you re-enroll through the patient 
portal or other available enrollment methods. 
6. Help and Support. For assistance, reply HELP to any message or contact BMH at (802) 257-
0341 or www.bmhvt.org. 
7. Privacy and Security. Text messaging is not a secure method of communication. Messages 
may be transmitted over networks not controlled by BMH and may be subject to unauthorized 
access. You should not use text messaging to communicate sensitive, confidential, or urgent 
medical information. Additional information about how BMH uses and protects your 
information is available in this Notice of Privacy Practices and at www.bmhvt.org. 
8. Carrier Disclaimer. Mobile carriers are not liable for delayed or undelivered messages. 

Note regarding SUD records and SMS: Text messages will not be used to communicate substance 
use disorder information subject to 42 CFR Part 2 without your specific written consent, as 
required by applicable federal law. 

12. Vermont State-Specific Privacy Protections  

Vermont law provides privacy protections that go beyond federal HIPAA requirements in certain 
areas. Where Vermont law is more protective of your health information than federal law, 
Vermont law controls and BMH will comply with the more stringent standard. This section 
describes the most significant Vermont-specific protections applicable to your PHI. 

a. Protection of PHI Related to Legally Protected Health Care Activity (18 V.S.A. § 1881) 



Vermont law prohibits BMH, as a covered entity, from disclosing your PHI when that 
information relates to a “legally protected health care activity” as defined under Vermont law. 
This prohibition applies even when disclosure might otherwise be permitted under federal 
HIPAA rules. 
“Legally protected health care activity” under Vermont law includes: 
•  Reproductive health care services lawful in Vermont, including FDA-approved medication 

used for termination of a pregnancy, regardless of any changes to that medication’s 
current federal approval status; and 

•  Gender-affirming health care services, meaning care related to the treatment of gender 
dysphoria and gender incongruence that is lawful in Vermont. 

b. What This Means in Practice 
BMH will not disclose PHI related to reproductive health care or gender-affirming care that is 
lawful in Vermont in response to out-of-state subpoenas, warrants, court orders, or law 
enforcement requests from another state, unless a Vermont state court or federal court with 
proper jurisdiction issues an order specifically finding good cause for disclosure. Vermont law 
expressly provides that BMH cannot be held liable — civilly, criminally, or professionally — for 
refusing to make such a disclosure. 
This means that if you have received reproductive health care or gender-affirming health care 
at BMH that is lawful under Vermont law, BMH will not cooperate with attempts by out-of-
state authorities or third parties to use your PHI to investigate or impose liability on you, your 
family members, or your providers for obtaining or facilitating that care. 

c. Vermont Data Breach Notification (9 V.S.A. § 2435) 
In addition to the federal HIPAA breach notification requirements described in Section 10(g), 
Vermont’s Security Breach Notice Act (9 V.S.A. § 2435) independently requires BMH to notify 
you if your personally identifiable information is compromised in a data security breach. 
Vermont’s law applies to both electronic and paper records and may require notification in 
circumstances that go beyond the federal HIPAA standard. BMH will comply with whichever 
standard affords you greater protection. 

d. Vermont Written Authorization Requirement (18 V.S.A. § 1852) 
Vermont law (18 V.S.A. § 1852) independently requires health care providers to obtain your 
written authorization before disclosing your medical information to third parties, consistent 
with and reinforcing the consent requirements described elsewhere in this Notice. Vermont’s 
requirement applies in addition to federal HIPAA authorization standards. 

e. Vermont Health Information Exchange 
As mentioned, Vermont operates the VHIE these exchanges allow participating health care 
providers and organizations involved in your care to access and share your health information 
electronically for treatment, payment, and health care operations purposes. For example, 
providers may use these exchanges to obtain information about your medical history, 
medications, allergies, or prior services to help coordinate your care and improve quality and 
safety. 



Your health information may be made available through these exchanges unless you choose 
to opt out, as described below. We take reasonable steps to protect your information and only 
share it as permitted by applicable law. 
You have the right to opt out of making your health information available through the VHIE. If 
you opt out, your information will not be accessible to other participants through the VHIE, 
except as permitted or required by law such as for public health purposes. 
To opt out of the VHIE, you may contact Vermont Information Technology Leaders (VITL) at 1-
888-980-1243 or visit https://vitl.net for more information and instructions. Your decision will 
not affect your ability to receive care. 
For assistance or questions with opting out of VHIE or other information exchange systems, 
contact our Health Information Management department using the contact information in 
Section 14. 

13. Complaint Procedure 

Within BMH 
If you want further information about your privacy rights, are concerned that we have violated 
your privacy rights, or disagree with a decision we have made about your health information, 
you may contact our Health Information Management department listed at the end of this 
notice. We will not retaliate against you for filing a complaint. 

Outside BMH 
If you believe that BMH is not complying with its legal obligations to protect the privacy of your 
PHI, you may file a complaint with the Secretary of the U.S. Department of Health and Human 
Services, Office for Civil Rights. You must make your complaint to the Secretary in writing 
within 180 days of the act or omission forming the basis of your complaint. 

14. Contact Information 

Health Information Management Department 
Phone:   (802) 257-0341 
Email:   notifyHIM@bmhvt.org 
Mailing Address:  Brattleboro Memorial Hospital,  

ATTN: HIM Department,  
17 Belmont Ave, Brattleboro, VT 05301 

Website:   www.bmhvt.org 

 

Effective Date: June 2026 
This notice supersedes all prior BMH Notices of Privacy Practices, including but not limited to the notice 

dated August 23, 2021. 
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